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22 May 1984
DLC-006-84
5003~M
STAT

Orrice of Research and Development
wWashington, DC 20505
Ref: Contract 82£770400

STAT

Dear

Enclosed please find information concerning the conversion of the
Qrototype Guard System into an Enhanced Prototype Guard System
IOr use 1n an operational environment.

Sincerely,

SYTEK Incorporated

@@ﬂ 2. (L2904,

Dan L. Collier
Project lianager

DLC:kw

1225 CHARLESTON RCAD. MOUNTAIN VIEW, CALIFORNIA 94039-7225 o TELEPHONE (415) 966-7300
TELEX L TLX 176393  TELEX Ii: 9013795086
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On Converting the Prototype Guard to a Production Guard

Introduction

A uestion has arisen as to the suitibility of modifying the
Prototype Guard System to become a Production or Operational
Guara System. The Prototype Guard System was conceived to prove
a concept, and in doing so, tradeoff decisions were made that
increased flexibility in design and implementation at the expense
of attributes one normally associates with a true operational or
production system. For example, the experimental Prototype Guard
System that is currently functioning lacks the user friendliness,
speed, and stapbility necessary in a production or operational
system. None of these zttributes were considered important in
proving the Guard concept. Sytek strongly recommends that there
be no attempt to convert the Prototype Guard System into a Pro-

"duic.on Guard System. There are many reasons for this recommen-
dation, some of which are outlined in this paper.

Problen Issues:

=

. DUpdetipg All_Response PRecords Within Query Space

Problep.: Currently all records in the real RECON data base pos-
sess null authenticators. In response to a user query, the Pro-
totype Guard System will list these records on the audit device
when encounterec¢ and in essence 'lock up' the Guard until such
recoras are printed. The problem is that typical user queries
would cause hundreds of these records to be presented to the
Online Guard.

Solution: Either all possible response records meeting the user's
releasapility criteria are processed by the Update Guard thus
greatly slowing down effective throughput, or the Customer must
desigyn a rilter to eliminate records with null authenticators
from being presented to the Online Guard in response to a user
guery.

2. Update Guard Performance

Propley: Current Update Guard Performance is unacceptable in a ‘
prouduction environment. For example throughput for 2000 records '’
with category expressions now in use is two hours. Average daily
input of records to RECON is from 1,200 to 1,800, thus close to

two hours would be spent just keeping up with daily input to the
sata base. Autonatic recovery from tape processing errors should
be seriously investigated to allow update process completion in

the event of an error on the custoner supplied input tape.

Solution: The Updazte Guard performance must be improved. This
could pbe realized by upgrading the existing Master SBC to a 80186
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On Converting the Prototype Guard to a Production Guard

based board, and other improvements to the IO Slaves and the
AGB's.

3. Poor SOID and Key Distribution Procedures

Propbler: The issue of SOID operation and Key aistribution cannot
be improved using the Prototype Guard System hardware. There
exists a high probability of AGB and/or EPROM damage on & regular
basis when loading the Guard System with cateyory expressions and
Secret Keys. .

Solution: The SOID and existing key distribution concept cannot
be cnangea due to prototype hardware limitations and consequently
there is no solution to this problem. AGB circuit boards and
EPROMS are not aesigned for 'field' type use. Even skilled tech-
nicians can incorrectly insert EPROMS.

4. Unpccepiahble RECON Int a

Problen: The existing interface is very delicate and not reli-
able. It was deveioped for prototype testing only and was made
to inhibit use in an unauthorized manner. Present protocol anu
operating system overheac is extensive and very complex, causing
the interface to fail regularly, the opposite of what is desired
in an operational or proauction type device.

Solutlon: The present interface to RECON is totally unacceptable
for operational and production use, Extensive rewrite of exist-
ing Data Side code will be required based upon a new interface
specification. There wi1ll need to be some programming done on
the Customer's systems to accommodate a cleaner interface.

5. S1ow Oplipe_Guard Throughput

Probler: The Prototype Guard was built to demonstrate feasibility
of a concept in a manner that could be monitored and verified.
Because of tnis, its throughput is relatively slow (less than an
overall effective 800 baud rate). Without increasing throughpurc,
the availability of the Guard System to a user network would be
greatly decreased due to time spent processing and releasing (or
not releasing) response records. The typical total time required
to service a complete query is approximately fifteen minutes.
This would allow onuiy four queries per hour from a network
source.

=olurlicn: For an operational or production version, this must - be
1nCreased by coue optimization and hardware upgraades,
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On Converting the Prototype Guard to a Production Guard
6. Test RECON 2pa Real RECON Differ

RProblen: The data base used in Guard System testing is not of the
same rormat as that of real RECON. The record document number
fields differ in the two data bases. This difference was intro-
auced to prevent the Prototype Guard from releasing records if it
was inadvertently connected to real RECON prior to Guard System
certification., For the prototype to be used with the real RECON
data base, rewriting of software modules would be necessary in
those routines concerned with record format layout. Subsystemns
requiring modification include the SOID, Update Guard, Online
Guard, and Guard Test Systemn.

Solution: Bitherﬂthg surce code rewrite is periormed or all
existing RECON applications software and data record layouts must
be changed for system compatibility.

7. DNeeg for Repewed Code Verification

Problem: All secure code running in an operational environment
requires verification of its security properties, Without reve-
ritication or nodiried software, there can be no assurance of its
security properties. Verification is not a trivial or rapid pro-
cess.

Autlon: Any modifications to security critical software of the
Prototype Guard System in order to make it suitable as a
Production/Operational Guard System would require complete re-
verification. Examples of code requiring changes are those
modules dealing with record formats and authenticator computa-
tion.

8. Local_vs Current Development Epnvironment

Problep: Software developunent hecessary to convert the Prototype
Guard System 1nto a Production or Operational Guard Systen cannot
continue to be performed in Mtn. View. This was an acceptable
situation when the Prototype Guard System was in aevelopment,

The exilsting hardware emulation capabilities in Mtn. View have
been completely surpassed in finishing the Prototype Guard
development. There exists only one Update Guard System, and it
is staged at the Customer's site. "Real" records only exist on
site ana would be needeu in testing and debugging. Other than
the present means or development over the teleprhone and overnight
aelivery of code changes, there is no other development environ-
ment,

goluricn: All software support for the Prototype Guard Systeﬁ
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On Converting the Prototype Guard to a Production Guard

exists in Mtn. View. Developunent of an operational Guard from :
the Prototype Guard would need to be performed on the east coast /[‘
at Sytek's Bethesda offices. A development environment including /
a microprocessor aevelopment system would need to be set up, a
programmer would need to be hired, and other miscellaneous tools
constructed,

9. Delays ip True Operational Guard Development

Problem: Expencing effort to convert the Prototype Guard Systen
into an Enhanced Prototype Guard System will divert resources
from the design, development, test, construction and implementa-
tion of & Guard Systecm uesigned from the start o. serve ade-
guately in a proauction or operational environment.

Solurion: A decision would need to be made as to whether staff
ana otner resources should be applied to a conversion effort at
the expense of the planned true Operational Guard development.

10. Changes_are Qut of Scope

Problem: The changes required to obtain the reliability andg
throughput speed required for an operational or production Guard
System from the Prototype one are beyond the scope of the exist-
ing Support Contract. This would require a new contract and
funaing from the Customer.

Reason: The existing support contract is to cover continued
haraware and software support and maintenance of the Prototype
Guard System. Evolving the Prototype Guard System into an
operational/production Guard is beyond the scope of the current
contract.

: T ies

Sytek recommends that no further effort be spent in the
conversion of the existing Prototype Guard System into a produc-
tion or operational system. Any resulting device would only
serve to frustrate Customer computer operators and network users.
A guard system that aadresses all of the above problems (the true
Prouuction Guerd) can be developed so long as necessary resources
are not uiverted in a conversion effort.
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